
CS 444/544 OS II
Lab Tutorial #5

User Environments and Exception Handling

(Lab3 – Part A)

1Acknowledgement: Slides drawn heavily from Yeongjin Jiang



Before Start

• Lab 3 is for creating User environment
• Will run your code in Ring 3!

• You will mainly edit kern/env.c

• Also,
• kern/pmap.c

• kern/trapentry.S

• kern/syscall.c

• lib/syscall.c

• inc/syscall.h
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Before Start

• If you are suffering an infinite loop of JOS, then try to check your path

• It must have $HOME/bin as the path
• Otherwise, it will execute OS’s default QEMU

• We have to use a modified version of QEMU
• Which is at under $HOME/bin/qemu-system-i386

• Easy solution: use BASH! (CS444/544 dotfiles includes that for you)
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Checkout & Merge Lab2 into Lab3

• Follow instructions on lab3 document
• $ git status

• … commit all changes since submitting lab2

• $ git checkout lab3

• $ git merge lab2

• …

• Start Lab3!
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Exercise 1: ENVs

• Use boot_alloc to allocate ENVS (as we do for pages)

• Use boot_map_region to make
• envs RW for kernel,

• UENV R for both kernel and user
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One tip

• Fix the line below if you have a weird memory error

• In boot_alloc(),
• Add +1  to the end…

• This is for making the area for ‘envs’ array in-use
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Exercise 2: Implement funcs for ENV

• env_init()

• Building linked-list (similar to page_free_list)
• But, we need to keep the order (envs[0] is the first free one)
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Exercise 2: Implement funcs for ENV

• env_setup_vm()

• Create a new page directory for an ENV

• Copy all kernel mappings above UTOP, and set UVPT

• Check pp_ref..
• p->pp_ref += 1
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Exercise 2: Implement funcs for ENV

• region_alloc(struct Env *e, void *va, size_t len)

• Similar to boot_map_region, but it is only virtually contiguous
• boot_map_region allocates both physically and virtually contiguous memory

• Use functions wisely
• Page_lookup()

• Page_alloc()

• Page_insert()
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Exercise 2: Implement funcs for ENV

• load_icode()
• Load an application program to memory space

• Load to the environment’s memory space

• Now we are using kern_pgdir in running kernel
• If we load the code in current memory space, it will be loaded to kernel

• We want to load the program to the memory space of ENV
• We need to switch the page directory

• How? Updating CR3.
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Exercise 2: Implement funcs for ENV

• Change page directory from kern_pgdir to env’s pgdir

• CR3 points to the current page directory
• store previous cr3 (kern_pgdir) to prev_cr3

• Load the page directory of the environment to CR3
• cr3 = PADDR(e->env_pgdir)

• After that, we can access virtual memory space of the ENV
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Exercise 2: Implement funcs for ENV

• load_icode()

• Get ELF Header: 

• Understand how ELF file is formatted…
• https://en.wikipedia.org/wiki/Executable_and_Linkable_Format
• Refer to how bootmain() in boot/main.c read the code
• Use virtual address (from the header) for mapping
• Set the entry point as

• Use
• memset, memcpy
• region_alloc
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https://en.wikipedia.org/wiki/Executable_and_Linkable_Format


Exercise 2: Implement funcs for ENV

• Don’t forget to restore the cr3 when returning from load_icode

• Restore the cr3 to the previous value before returning from 
load_icode
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Exercise 2: Implement funcs for ENV

• env_create()
• Allocate a new env, set type, and load binary

• Use
• env_alloc()

• load_icode()
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Exercise 2: Implement funcs for ENV

• env_run()
• Follow the comment…
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Exercise 3: Read Intel Manual Chapter 6

• Do not have to read all but focus on Error Code and Interrupt numbers
• IA-32 Developer’s Manual
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https://web.engr.oregonstate.edu/~songyip/Teaching/CS444/IA32-3A.pdf


Exercise 4: Implement Trap Handlers

• kern/trapentry.S
• Use MACROs to define handlers, depending on their error code existence

• If error code does not exist:

• If error code exists:

17



Exercise 4: Implement Trap Handlers

• kern/trapentry.S

• Implement _alltraps:
• Both TRAPHANDER_EC and TRAPHANDER_NOEC runs _alltraps
• Push

• ds
• es
• All general purpose registers

• Change DS and ES to kernel DS ($GD_KD)
• Push esp
• Call trap() (kern/trap.c)
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Exercise 4: Implement Trap Handlers

• Please think about how we store trap context and use 
• struct TrapFrame
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Exercise 4: Implement Trap Handlers

• kern/trap.c
• Implement trap_init()

• Use reference in comment, e.g.,

• You must define t_divide (for the above case) in trap.c

• Do this for all traps that you would like to handle…
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Exercise 4: Implement Trap Handlers

• kern/trap.c
• Implement trap_init()

• T_BRKPT and T_SYSCALL must be available to Ring 3

• E.g.,
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Tips

• How to get the current pgdir?
• physaddr_t pgdir_addr = rcr3()

• Virtual address of the current pgdir?
• KADDR(rcr3())

• How to set the page directory to CR3?
• lcr3(PADDR(e->env_pgdir)

22



How to Run USER Program?
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make run-[NAME]-nox
 Run the program, e.g., make run-divzero-nox
make run-[NAME]-nox-gdb
 Run the program with gdb, e.g., make run-divzero-nox-gdb



make run-divzero-nox
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How to debug USER program?

• Set a breakpoint at env_pop_tf
• b env_pop_tf

• c

• Then, trace it with ‘si’ upto iret
• After iret, user execution starts!

• How to know about the semantics of the user program?
• Open obj/user/program_name.asm
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